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The 8 cybercrime 
trends to watch out 
for

Who will harness new technologies and 
the psychology of human behavior more 
effectively – us or the cybercriminals?
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S O S A F E  T O D A Y

Market leader for Human Risk Management in Europe

3,000,000+ 
users across the globe

4,500+ 
customers across all industries

400+ 
employees from diverse backgrounds



G L O B A L  E X P E R T S  A G R E E

Two of the biggest risks to society in 2024 
are AI-generated disinformation and 
cyberattacks

Sources: World Economic Forum, 2024. 
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How is AI contributing to the professionalization 
and sophistication of cybercrime?

Why are phishing and social engineering more 
successful today than ever before?
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AI-generated deepfakes look too real – and are scamming people

Have experienced a voice cloning 
attack or know someone who has

1 in 4
Source: McAfee

A I  I S  E V O LV I N G  T O O  R A P I D LY  
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T H A N K S  T O  R A N S O M W A R E - A S - A - S E R V I C E

Quellen: Human Risk Review 2023, IBM's Cost of a data breach 2022; Black Kite, 2023.

The professionalization of cybercrime will reach a new level of maturity by 2024

Ransomware-as-a-Service: Cybercriminals are 
now just a visit to the dark web and a crypto 
payment away from having all the tools they 
need to launch destructive ransomware 
attacks:

The average cost of a 
successful ransomware 
attack per company - 
ransom not included.

4.54
mil.
USD

of the companies that experienced a 
cyberattack in the last 3 years were 
attacked with ransomware.

31%

In 2023, the number of 
ransomware victims 
doubled compared to 
2022.

X 2



9

T H I S  Y E A R ,  T H E  R E A L  B A T T L E  B E G I N S

The cybercrime trends to watch out for

7

Pretextingand multichanneltactics

Quantum hacking

2

Artificial intelligence Professionalization of 
cybercrime

Global tensions& hacktivism

Public sector and critical
infrastructure

RisingburnoutratesDisinformation-as-a-service

1 3 4

6 85



S O C I A L  E N G I N E E R I N G  I S  B E C O M I N G  M O R E  C O M P L E X  

As we diversify our communications channels, so do cybercriminals

Messaging
apps scams Text

messages

Sources: Human Risk Review 2023; Verizon data breach reports 2020-2023.
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T E C H  I S  A D V A N C E D  E N O U G H  N O W

Hackers can launch automated, sophisticated social engineering attacks at scale

Channel diversity Hyperpersonalization Mass scalability
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A S  A  R E S U L T

In 2024, expect more breaches that involve the human element

Our cyber security 
measures will remain 

incomplete until we focus 
on people – just as 

hackers do.

Cyber incidents
Top business risk 
by Allianz Risk 
Barometer 2024

90% of data breaches will 
include a human element
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