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» Successful Belgian private company since 2006 in IT Monitoring

Introduction NE T-measure

* Average growth of more than 20%/year

 |P Monitoring on all levels is our core business

 NET-measure delivers the Software, Hardware, Services & Rental
« Small team of experts, each in their own domain

» Focus as supplier for industries, large organizations, government agencies, ministries

and multinationals

» Offices in Hoeilaart, Focus on BeNeLux with world-wide activity and support

Improving Quality of Life by improving Customer Experience in IT
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What we do:

Always-on Connectivity -Business Continuity
Risk Anticipation
Full Network Visibility - Cloud Networking

Capturing, Storing and Analyzing Data at large capacities and at line speed for :

S FLUKE.
- IT Performance monitoring -

- Network performance Monitoring : IP, OTDR, Handheld WiFi, Copper, Fiber
- Application Assurance / Transaction performance Monitoring / VolP / UC&C
- Active inventory Monitoring : infrastructure, VM

- Protocol analysis : Profinet and Bacnet Allegro Packets

- Security
- DDoS protection
- Cybersecurity asset management (loT — BYOD)
- Forensic Investigation Rebas ft
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Reveal the invisible — Self protection

68% of business say they lack high visibility into internal traffic !
source: Positive Technologies

— Inventory discovery : ALL devices on the network
» User: Servers, pc’s, printers, PLCs, Scanners, Camera’s, loT devices ...
» Network: routers, switches, access points, firewalls, taps ...

— Policy compliancy
» Requirements of the organisation (eg Facebook on printer port)

— Vulnerability Management
« Automated Vulnerability Detection without scans
 Hardware, drivers and software vulnerabilities

NIST Database from National Information Technology Laboratory

ICSF 2023 : www.NET-measure.com - sales@NET-measure.com




DDoS Attacks: Types

 Volume Based Attacks
(Volumetric)

* Protocol Attacks
(Vector/state exhaustion attack)

e Application Layer Attacks
(ex HTTP Flooding)
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DDoS: Horizon intelligence is info from:
20,000+ 100+

Customers Countries

0% =) ; 90%

of the World’s /é\ Customers =jji=ts of the US

Tier 1 Service Include Fortune 100

Providers Companies

9in 10 @ 3in5 &> 9in 10

@ of the Largest Cloud of the Largest Social of the Largest Global

Hosting Providers and Online Brands

Financial Institutions

Cyber Threat Horizon is an information service that enhances cybersecurity situational
awareness for Enterprise and Service providers. It delivers highly contextualized visibility
into ‘over the horizon’ threat activities. Netscout’s Horizon is powered by Atlas, Netscout’s

globally distributed threat analysis platform
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DDoS Attack Trends

e > 7.5 million DDoS January 22,2019 6 = QS
attacks in 2022 (up
to Oct) 3

* Complex multi-
protocol layer
attacks on the rise

DDoS attacks have never been more innovative, dynamic, or consequential
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EMEA figures — Volume based

Largest Attack by
Throughput

Date 6/12/2022

5 Minutes

Duration

pes 284 Mpps

Throughput

France

Country

Average 128
Packet Size Bytes

Wired
Telecommunications
Carriers

Vectors TCP ACK, UDP Flood

6/12/2022

Duration

6 Minutes

an::dwidth 9579 Bhps

Netherlands

Country

Average 1,468
Packet Size Bytes

Wired
Telecommunications
Carrier

Vectors UDP Flood
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New attack vector
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Protocol Attacks — most used

Top 10 DDoS Attack Vectors by Attack Count (1H2022)

1,471,842

1,401,519

739,961

275,987

186,261

NETSCOUT.

ICSF 2023 : www.NET-measure.com - sales@NET-measure.com




NDR — starts with Monitoring
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Cyber Intelligence NDR Platform

The Mitre ATT&CK Matrix for Enterprise & Al

Enterprise Matrix

View on the ATT&CK® Navigatore

Below are the tactics and techniques representing the MITRE ATT&CK® Matrix for Enterprise. The Matrix contains information for the following platforms: Windows, macQS, Linux, PRE, Azure AD, Office 365, Google

Workspace, Saas, laa$S, Network, Containers.
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How does NDR works ?

Network Detection and response (NDR)

* is a security tool that monitors an enterprise’s network traffic to gain visibility into potential cyberthreats.

» NDR relies on advanced capabilities, such as behavioral analytics, machine learning, and artificial
intelligence to uncover threats and suspect activities.

» Once detected, the solution takes action against threats using its own capabilities, or through
coordinated actions in conjunction with other cybersecurity tools.

» NDR solutions work by modeling the tactics, techniques and methodologies found in the MITRE
ATT&CK framework.

» The findings can also be shared with security information event management (SIEM) solutions to create
broader security assessments.
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Average cost:

https://ibm.co/3yIRGcG

#datasecurity #dataprotection #ibm #riskmanagement

Voir la traduction

Average cost of a data breach by industry
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Figure 4: Measured in USD millions
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NET-measure
Raymond Lauwersstraat
B-1560 Hoeilaart

Thank you for your interest
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