Comment les nouvelles regulations
(DORA, NIS-2, CER,...) rapprochent
les acteurs de la continuité et de la
(cyber-) sécurité pour assurer la
résilience opérationnelle:
présentation des recherches du
Business Continuity Institute.
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Since 20+ years in Operational Resilience profession
BE Chapter Leader for the Business Continuity Institute
Consultant
Auditor
Trainer
Climate activist
Coach

Proud father of 2 daughters
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The financial consequences of complacency in Belgium.

/5%

of respondents from organizations
that have experienced attacks in
the past 12 months estimated the
financial impact of these to be at
least €940,000

% estimate the loss to be €1.88
million or more

Source: Cloudflare

(Shielding the Future:Belgium Cyber Threat Landscape)




Top issues wFth current cybersecurity
architecture

Overreliance on VPNs to protect
applications

Limited oversight over an organization’s
IT supply chain

YVulnerability of applications and data
stored in the public cloud

327

Ranking among the top three most common
types of cyberattacks

Web Attacks

D

Phishing

47*

Distributed Denial of
Service (DDoS) attacks




10 keywords of DORA (according to Google |.A.)
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Résilience opérationnelle numeérique: C'est le coeur de DORA, visant a renforcer la
capacité des entités financieres a résister aux cyberattaques et aux incidents technologiques.

Cyber-résilience: Synonyme de résilience opérationnelle numérique, ce terme souligne
I'importance de se protéger contre les menaces cybernétiques.

Secteur financier: DORA s'adresse spécifiqguement aux institutions financieres.

TIC: Au ceceur des activités financieres modernes et donc particulierement visées par DORA.
Risques technologiques: Evaluer et gérer les risques liés a l'utilisation des technologies.
Cyberattaques: DORA impose des mesures de protection renforcées contre ces menaces.
Incident de sécurité: Tout événement qui compromet la sécurité des systemes d'information.

Continuité des activités: Les entreprises financiéres doivent étre capables de maintenir
leurs activités en cas d'incident.

Surveillance: Pour s'assurer que les entités financiéres respectent les nouvelles exigences.

10. Réglementation: DORA est un nouveau texte réglementaire.

Ce qui manque: Gestion des fournisseurs / parties tierces, ...




10 keywords:

NIS-2 CER
1.Cyber-sécurité 1.Résilience
2.Entités essentielles 2.Entités critiques
3.Risques cybernétiques 3.Cyber-sécurité
4.Incident de sécurité 4.Risques
5.Gestion des risques 5.Incident
6.Plan de reprise d'activité (PRA) 6.Plan de continuité d'activité (PCA)
7.Coopération internationale 7.Coopération
8.Notification d'incident 8.Surveillance
9.Responsabilité 9.Notification

10.Surveillance 10.Transposition
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NIST CyberSecurity Framework 2.0

Cybersecurity
Framework



standard __________pmite

1SO 22300:2021(en)
SO 22301:2019(en)

+ Amd 2:2024

SO 22313:2020(en)
SO 22315:2014(en)
1SO 22316:2017(en)
ISOITS 22317:2021(en)
ISO/TS 22318:2021(en)
SO 22320:2018(en)
SO 22325:2016(en)
1SO 22326:2018(en)
1SO 22329:2021(en)
ISO/TS 22330:2018(en)
ISO/TS 22331:2018(en)
ISOITS 22332:2021(en)
SO 22342:2023(en)
ISO/TR 22351:2015(en)
SO 22361:2022(en)
SO 22388:2023(en)
1SO 22396:2020(en)
1SO 22397:2014(en)
1SO 22398:2013(en)

Vocabulary

Business continuity management systems — Requirements

AMENDMENT 1: Climate action changes

Business continuity management systems — Guidance on the use of ISO 22301

Societal security — Mass evacuation — Guidelines for planning

Organizational resilience — Principles and attributes

Business continuity management systems — Guidelines for business impact analysis

Business continuity management systems — Guidelines for supply chain continuity management
Emergency management — Guidelines for incident management

Emergency management — Guidelines for capability assessment

Emergency management — Guidelines for monitoring facilities with identified hazards
Emergency management — Guidelines for the use of social media in emergencies

Business continuity management systems — Guidelines for people aspects of business continuity
Business continuity management systems — Guidelines for business continuity strategy
Business continuity management systems — Guidelines for developing business continuity plans & procedures
Protective security — Guidelines for the development of a security plan for an organization
Societal security — Emergency management — Message structure for exchange of information
Crisis management — Guidelines

Authenticity, integrity and trust for products and documents — Guidelines for securing physical documents
Community resilience — Guidelines for information exchange between organizations

Societal security — Guidelines for establishing partnering arrangements

Societal security — Guidelines for exercises
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BCl updates & resources:

BCI Education month is just over (see you next year).

BCI World Hybrid 2024 (30t and 31st October),
Physical (London — UK) and Virtual.

Int’l events and calendar for 2025 available soon — BE to be agreed.

GPG (Good Practice Guide) 7.0

CBCI 7.0 certification course (3-5 day’s or online)

CBCI refreshment course (1 of 2 day’s)

Specific 1day deep dive courses (BIA, BCP, exercises...)

Dozens of knowledge, researches, reports, webinar available, ...
on www.thebci.org (some are reserved / free for affiliated).

Good Practice Guidelines

e QObN Qs 2000 DIRCAC

Bouness Contirvity Management Systerms (BCKS)
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http://www.thebci.org/
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ontinuer de fonction

CO nt| Nnu |tér) RéS | | | en Ce? maintenir un systéen fl'nf'; 'c!“)fji i(i_llr 1S llizu‘jt 1anise
- H H H pouvaoir garanhr de délivrer les s.evvices
Defining Operational Resilience PO . kgl g e SO

el o ok i rovr ir d'un e\h( df \"l.‘\\ post-traumatique
Providing a universal definition of operational resilience is e o
difficult due fo the varying requirements, requlations, and G, 36 foncjonne: on mode Gearode
' ' Résister| ) -

Resilience

revenir sur la trajecloire de croissance
Evoluer dans un milieu hostile

neﬁomfwevo&w"

ameliorer lo durabilifs

understanding in different regions and sectors. However,
there are some fools and processes which are universally
recognised as being crifical components of an etfective
operational resilience programme.

Business Continuity, c’est récupérer I'’existant (méme outils, méthodes, ...).

Larésilience opérationnelle peut incorporer de rebondir grace a des outils, des
processus, ... des objectifs différents. Et la résilience organisationnelle?
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BCI Cyber-resilience report 2024

In your estimate,
how many
attemptedcyber
security incidents
did your
organization
experiencein the

last 12 months?

5
218%

Unsure
14.3%
No, a sgnificant decrease l =
10% ‘ ‘
No.aslight decrease Yes a significant increase
1.0% 387%
Have you noticed an
Stayed the same -
9.2 increase incyber
attacks/attempted
cyber-attacks over the
pastyear?

/

/
Yes, some norease 14
378%



BCI Cyber-resilience LR 02,
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BCI Cyber-resilience report 2024
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BCI Cyber-resilience report 2024

What arrangements does your organization adopt to ensure cyber resilience?

Regular back-up of critical data 72.7%
Cyber- security staff with specialist qualifications (e.g. CISSP, CISA) 72.7%
Regular penetration testing 67.5%
Compliance with recognised cyber- security good practice 66.2%
Regular updates of software and applications 64.9%
Alighment or certification to a recognised standard (e.g. 1ISO 27001) 63.6%
End point protection such as next generation firewalls or EDR 61.0%
Atlending seminars/events 59.7%
Presence of a disaster recovery programme 58.4%
Alignment to industry regulations 58.4%
Compliance with recognised BC/ resillence good practices 57.1%
Reaceiving advice from third parties 49.4%
Running tests and exercises with our industry peers 49.4%
Actively promoting transparent lines of communication between BC & IT 48.1%
A comprehensive BCM programme for cyber resilience
Third party managed cyber security provider
Unsure

Other




BCI Cyber-resilience report 2024

How does your organization validate its own plans against cyber security incidents?

We conduct penetration tests (mock phishing emails, simulated cyber-attacks)
We regularly conduct exercises (e.g. tabletop, likely scenarios)

We run awareness-raising initiatives (e.g. workshops, seminars)

We have outcome reports and action plans

We use external specialists

We doNOT validate our plans

Unsure

Other




Other

BCI Cyber-resilience report 2024  wse

50%

Does your organization have

: & : 4 .
its own business continuity 68, we have cyber incident

- response and/or cyber incident

arrangements in place to deal recovery assistance avaiiable as

2 " o part of our cyber insurance policy
withdisruptions caused by 400%

cyber security incidents?

Yes, we have internal resources
avalable for cyber incident
response and/or cyber incident
recovery

375%

Yes, we have adedicated cyber
incdent response and/or cyber
incident recovery contractin
place with trusted third parties 19
3%



Ensure a faster recovery

Ensure regular system back-ups, 1o restore systems quickly
Ensure operations can continue vath loss of IT

Ensure staff are trained on what to do ina major cyber ncdent
Ensure staff receive reguiar training on how to mitigate attacks
Help detect attacks at an early stage

Provide an expert resource 1o help deal with the ncident
Thwart attacks before they impact the organization

Reduce the likelihood of human esror
Provide legal advice refating to an ncdent

Mitigate financial losses

Ensure there s a consistent PR strategy to metigate reputational losses
Prowde a work area recovery site with “ciean” computers
Idont know

Other

BCI Cyber-resilience report 2024

|
?

-
=

If yes, how do business
continuity arrangements
help you deal with cyber
security incidents?



BCI Cyber-resilience report 2024

What are your firm’'s top three cyber resilience priorities for 20247

Staff awareness/training

Strengthening of processes

Vulnerability management

INncrease tlop management awareness and support
Patching and testing regime

Building a new/update existing cyber resilience strategy
Staff exercising

Ransomware

Datla protection

Endpoint, detection and response (EDR) evaluations
Third party risk managemeaent

Aligning to a standard

Threat mapping

Recruiting/training talented cyber professionals
Capability building

Cyber insurance

Automation

®m First pricrity

Second priority

®m T hircl prority
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BCI Cyber-resilience report 2024

Which do you feel are the greatest threats to your organization over the next
five years in terms of cyber security?

Ransomware attack

Staff and lack of awareness/understanding
Reputational damage

Artificial intelligence

Government-sponsored cyber-attacks

Hacktivists

Increasaed risk due to remote and hybrid working

|_ack of available talent/skilled professionals to employ
Cost of fines

INnternet of Things (loT) devices

Cyber-altacks wilh physical securily consequences (e.q.
hackinag of NCI)
Lack of sufficient national/international rules and
regulations to protect organizations

Blockchain & crypltocurrencies

15.5% - 5.6%

16.9%

12.7%

31.0% 19.7%

3
:

26.7%

|
§

29.6%

3
$

a42.2%

¥
|

22

= First priority Second priority m | hird priornty
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BCl Emergency & Crisis Communications Report 2024

Activation ofemergency communication planin organizations 2015-2024

64.8%

62.1% 62.5%

39.1% 60.0%

56.0% 26.87%%

49._ 656 49.5%

40.3% >
3M-3%  20.4%  204% S
28.4% 25.5%
20.7% 21.0%
17.0%
2015 2016 2017 2018 2019 2020 2021 2022 2023 2024

o 1-5 23



BCl Emergency & Crisis Communications Report 2024

Wi Py ST Thee Tolboawrrinog TR goperaec] Vo ur SmeEroEensy O F Srisis comrmunications slam
inthe past tvwebre monthss

Acverse weatter [ = ==

I'T o telarcorms imvaeiclar evl RO T

e e oremen T :
[= = F R =1 ] 358
woineeen I 2.3

Focc I 5. 5.
Critical imfrastructure Tallur e _ 185655
Armed contict D 1o

Civit uerest - 1.6

Remuterticrs darmages PR arisis A3 ST

Ivtare ruprti e T w ity sueely ([ 11 .5
Fro I 1025
Lai=ser s e b Esree sl = Bt Y

-l rr— st s sl st o
mEtural o isestere

B .57

W el el mear el crl e cer b A

Suprpsly chain discuertice [ 5 oo

AAmEE sleadtimes

Ny
el @rner | @mseesm o Percg ol erbice e -lv . -
Lesmam oxl lo@ey @rrrpssl e de ar -' B L oY
Ecomormic o oswsrburs .r 1.7 5

[ 1CF ol LCF <1 0¥ S0 =0 F



BCIl Operational Resilience Report 2024

Top five reasons for the development of
an operational resilience programme.

.{,R 67.0%
= Regulatory reguirement
64.8%

:Q For good praciice

— purposes
16.0% be%, 324%

. Commercial and /or

We are in the process Um  Cusiomer benefit

of developing one
p O 32.4%
{@3 Indusiry requirement

(0 27.4%
To be prepared for
= incoming regulation

Does your organization have an
operational resilience programme
or project?

8.8%
No

25
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BCIl Operational Resilience Report 2024

Reasons for nothaving anoperational resilience programme

It i= not & legal requirerment

We do not have the time andsor
resources to implerment such & program

We hawven't even consicdered it

It is not & regulatory requirerment

Mo requirernent o do so
frorm stakehaolders

It is not relevant for our seckar

ranagement do not believe we
need such & programme
Mone of our peers have ane

Eusiness continuity is all we need. YWe
don't =ee & difference with what were
doing with business continuity already

=
Sz

-8

30.4%
30.4%
21.7%
17.4°5%%
1745
13.0°%
20 ano 40 a0
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BCIl Operational Resilience Report 2024

Do you have concerns that meefing
regulatory requirements/laws will
become a fick box exercisa?

70.6%

Yes
3



Leading the way

toresilience

BCl Emergency & Crisis Communications Report 2024

Top four crifically essenfial processes/fools within operational resilience

O TN - S W o

95.8% 88.3% 83.2% 81.7%

|clentitving |clentitving Priorifising and working Establishing
Important Business crifical vulnerabilifies that impact
Services (IBS) suppliers threaten impact folerances folerances

28
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BCl Emergency & Crisis Communications Report 2024

Top 5 major challenges of
implementing operafional resilience

58.2%
Embedding operational resilience
info the fabric of the organization

50.5%

o0
G0 _G0 Not having the headcount
\r%f and /or staff fime fo

implement a realisfic policy

M 50.5%
Addressing legacy infrastruciure

&
Az

45.9%
Getting crifical third-party suppliers

to comply with regulations

42.4%

Understanding, monitoring and
managing supply chain risks

29
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BCI Operational Resilience Report
What has your organization done to bring together operational resilience and
other related functionssuch ascyber orrisk?

o voring committae/ruchre I s 5
working committee/structure )

‘We all report to the sarme person _11.2'}5
Dual/cross reporting - 19.5%
Mane - 10.6%
Unsure/unaware -?.1“;6
other [ 5.3%

%= 0 10 20 a0 40 50 &0
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Conclusions

» Confusion: Business Continuity - Operational resilience (staff identique)

» Operational resilience:
« Préventif (protection, detection, ...)
« Réactif (curative, réparation, récupération et reprise des activités)

* Motivations principales: meilleure cyber-protection (attaques tjrs en hausse) et obligations Iégales et
regulatoires.

* 40% se reposent sur une police d’assurance.

» Beaucoup d’espoirs/d’attentes, mais peu de validations de récupérations.

» Testing a perfectionner (préventif et reprise des activités). L’assurance ne sauve personne.
» Les principaux défis: embarquer/intégrer dans la “chair’ de I'entreprise; staffer correctement
» Crainte d’évolution vers une charge administrative sans valeur ajoutée.

« Efficacité en resilience opérationnelle / cyber-résilience = Collaboration / intégration transverse.
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SYNERGIT:

Christian.deboeck@synergit.be
+32 (0)475 26 26 39
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