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TRUST RESILIENCE

DIGITIZATION 
ENABLER 

https://en.wikipedia.org/wiki/Digitization
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https://cio-wiki.org/wiki/Business_Model_for_Information_Security_(BMIS)

All the means to secure/protect the 
information at 

The Security triad
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“The 3-legged stool of People-Process-Technology”
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In transit

Verticals

Compliance

Attributes

Ownership

Asset 
Management

Risk
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https://www.nist.gov/cyberframework/online-learning/five-functions

National Institute of Standards and Technology

https://www.nist.gov/cyberframework/online-learning/five-functions
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• The relative criticality of data confidentiality in facility operations or functions.
• Unique approaches to ensure systems reliability and integrity in industrial 
environments.
• Potential dangers to personnel, the environment, and society in the event of cyber-
physical failures. = SAFETY 
• The increased need for compensating controls to protect legacy IACS/OT systems.
• The relative difficulty of applying common IT security techniques without severe 
systems modifications.
• Prospects for financial loss due to an incident-related drop in productivity.

Security Challenges in IACS / OT are

ANSI ISA/IEC 62443

SAFETY

AVAILABILITY

LEGACY

DIFFICULTY
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erhui1979 | Getty Images (*)

https://www.entrepreneur.com/leadership/7-
keys-to-developing-resilience/329053

“Resilience is the process and outcome of successfully adapting to difficult or 
challenging life experiences, especially through mental, emotional, and

behavioral flexibility and adjustment to external and internal demands.”

https://www.verywellmind.com/what-is-resilience-2795059

something that happens that causes a 
delay or prevents a process from 
continuing: 

ABILITY

TO COPE 
WITH

RECOVER 
FROM

HAZARD

EFFECT
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https://www.tijd.be/
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441 
Companies
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https://www.itgovernance.eu/blog/en/eu-adopts-nis2-to-
strengthen-cyber-security-risk-management
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• R = P x I
• “FROC” risks (*)
• Quantitative
• Qualitative
• Risk appetite
• Risk tolerance

https://firebrand.training/uk/learn/pmp/course-material/project-risk-management/qualitative-risk-analysis

If you are not familiar with risks , adress this point quickly 

(*) Financial,Reputational,Organizational, Compliance
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Groupes 
hacktivistes

Le crime 
organisé et les 
terroristes

Personnel, 
contracteurs, 
fournisseurs

Script kiddies, 
hackers 
accidentels, 
opportunistes...

États-nations, 
espions
d'entreprise

COMPLEXITY

1 2 3 4 5



Classification: Internal

European Oil Port Terminals 
Hit by Cyberattack

https://www.brusselstimes.com/justice-
belgium/208033/belgium-4th-in-world-for-
cybercrime
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https://www.cyberlands.io/topsecuritybreachesbelgium
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« Nous devons sensibiliser nos 
entreprises et surtout les rendre 
résilientes »

« La question n’est plus aujourd’hui de savoir SI votre entreprise ou 
votre organisation va être touchée  mais QUAND cela va se passer »

Belgian Prime Minister, Mr Decroo November 2022 
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• Not simply to encrypt the victim’s data
• but rather to render a system essentially unusable. (no more protection)
Primary Objective -> Destroy the Master Boot Record (MBR)

https://blog.qualys.com/vulnerabilities-threat-research/2022/03/01/ukrainian-
targets-hit-by-hermeticwiper-new-datawiper-malware https://www.informationweek.com/security-and-risk-

strategy/killware-the-most-dangerous-evolution-of-
ransomware-
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13/04/2022

“The attackers deployed Industroyer2 in the ICS network 
alongside another version of the CaddyWiper sabotage 
malware, presumably to slow down the recovery process 
and prevent the utility operators from regaining control 
of the ICS consoles. ESET first discovered CaddyWiper in 
Ukraine on March 14, when it was deployed in a bank's 
network.

In addition, ESET also discovered Wiper malware for 
Linux and Solaris called ORCSHRED, SOLOSHRED and 
AWFULSHRED on the target electricity provider's 
network.”

lemondeinformatique.fr/actualites/lire-ember-bear-un-groupe-de-
cybercriminels-russe-tres-actif-86402.html

• More and more sophisticated attacks
• Can combine different techniques (Wiper/DDOS)
• Can attack multiple layers/techno at same time
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Examples of Resilience Maturity level
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Asset 
Management

Business 
Modelling

Continuity

What are my assets that I need to protect?
Identify your critical processes -> BIA (Business impact 
Analysis) 

How my customer value proposition are depicted under services, 
supported by applications , hosted on servers , based on specific 
network segmentation , in specific Data center/cloud location  

How my BIA (Business impact Analysis) will be transposed to a 
BCP/DRP process / Exercise ?
Business Continuity / Disaster Recovery Processes
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Incident
Management

Crisis 
Management

Disaster
BCP management
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ITIL® is one of the most heavily used ITSM (**) frameworks

(*) v4 is out in 2020
(**) IT Service Management



Classification: Internal

Attributes

Ownership

Alignment

CIA RATING

RTO / RPO

BO / TO / SME
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Lang Date Location

NL 12/01 Leuven

FR 20/01 Louvain-la-Neuve

NL 17/02 Brugge

FR 06/03 Nivelles

NL 20/03 Aalst

FR 18/04 Louvain-la-Neuve

NL 20/04 Mechelen

NL 11/05 Leuven

FR June Namur (TBC)

NL 08/06 KortrijkFR NL

www.agoria.be/agenda
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https://www.agoria.be/fr/digitalisation/cybersecurite/nouvelles
https://www.agoria.be/nl/digitalisering/cybersecurity/nieuws

« It is not anymore a question of IF but WHEN »

« Focus on the Value proposition »

« Everybody within an organization has a role to 
play in the cyber resilience process »

« Overall Belgium has all the Assets to become on 
a top Cyber resilience Nation »

“Cyber resilience is a mindset to adopt”

https://www.agoria.be/fr/digitalisation/cybersecurite/nouvelles
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Thank you for your attention

Eric Van Cangh 
Senior Business Group Leader Digital 
Cyber Security 
 
T: +32 2 706 78 25 

M: +32492.23.24.34   

 Eric.Vancangh@agoria.be


